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Cyber-physical attacks are not „hacking“

They are planned and executed 
by engineers, not by „hackers“



Example #1: Ukrainean power grid attack



Example #2: Stuxnet

From: To kill a centrifuge (http://www.langner.com/en/wp-content/uploads/2013/11/To-kill-a-centrifuge.pdf)



Cyber-physical attacks are about 
malicious control

Opportunities for and impacts of malicious 
control can be analysed



Let‘s turn this into a research proposition

Focus: Cyber-physical attacks on critical infrastructure with 
unacceptable impact on national security

Axiom: There is only a very limited number of 
relevant structural vulnerabilities

Benefit: Heuristics to discover those structural 
vulnerabilities are essential for offense and defense



Sample problem #1

Large-scale electric power outage



Sub-problem #1

How many substations are critical?

Sub-problem #2

Which are those substations?

Sub-problem #3

How can a cyber attacker cause long-term 
disruption?



Existing research on the topic by Chee-Wooi Ten



Sample problem #2

Killing civilians / 
creating environmental disaster



Scenario 1

Compromise digital safety systems

Scenario 2

Circumvent (digital or analog) safety systems



Nuclear safety example:
Causing a nuclear reactivity accident by circumventing the safety 
systems‘s design basis assumptions
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